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Click on "Configuration" to change current IP settings. Depending on settings changed, 

the product may need a reboot. Please see Figure 4 for available configuration. 

elvaco 
status � 

Network I Network 1 I 
M-BusTCP�P 

M-Bus Serial I Interface I Link 

HTTP 

system 
Status I Configuration I 

Network 1 (ethO) Interface Configuration 

BOOTP Client: 0 On G Off 
DHCP Client: @ On O Off 

IP Address: l<None> I 
Default Gateway: l<None> I 
Hostname: I I 

Domain: I I 

I I DHCP Client ID: 
Grext 0 Binary 

Primary DNS: l<None> I 
Secondary DNS: l<None> I 

Copyright © Elvaco AB 2009. All rights reserved. 

Figure 4 Internal web interface - Network interface configuration
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CMe3000 TCP/IP M-Bus Master 

This page is used to configure the 

Network interface on the device. To 

see the effect of these items after a 

reboot, view the Status page. 

The following items require a reboot 

to take effect: 

BOOTP Client On/Off 

DHCP Client On/Off 

IP Address 

DHCP Client ID 

If BOOTP or DHCP is turned on, any 

configured IP Address, Network 

Mask, Gateway, Hostname, or 

Domain will be ignored. 

BOOTPJDHCP will auto-discover 

and eclipse those configuration 

items. 

If bath BOOTP and DHCP are turned 

on, DHCP will run, but not BOOTP. 

\Amen BOOTP or DHCP fails to 

discover an IP Address, a new 

address will automatically be 

generated using AutolP. This 

address will be within the 

169.254.x.x space. 

IP Address may be entered alone, 

in CIDR form, or with an explicit 

mask: 

192.168.1.1 (default mask) 

192.168.1.1124 (CIDR) 

192.168.1.1 255.255.255.0 (explicit 

mask) 

Hostname must begin with a letter, 

continue with letter, number, or 

hyphen, and must end with a letter 

or number. 
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The product will use auto speed and auto duplex from factory defaults. Change settings

by clicking "Link". See Figure 5.

elvaco 
status � 

Network I Network 1 I 
M-BusTCP�P 
M-Bus Serial Interface 

HTTP 
system Network 1 (ethO) Ethernet Link 

Status 

I
Speed: 

: 
Duplex: 

1100 Mbps 
Half 

Configuration 

Speed: GAuto 0 10Mbps O 100Mbps 
Duplex: @Auto 0 Half 

Copyright © Elvaco AB 2009. All rights reserved. 

Figure 5 Internal web interface - Network link configuration
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CMe3000 TCP/IP M-Bus Master 

This page shows status and 

configuration of an Ethernet Link on 

the device. 

The status table shows the 

current negotiated settings. 

The Configuration table shows 

the current range of allowed 

settings. A tier changing a setting, 

press Submit to make the changes 

on the device. 

I 
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Click "Accept Mode" to change TCP server listening port and keep-alive settings, see 
Figure 7. 

elvaco CMe3000 TCP/IP M-Bus Master 

status .Qi 

I I 

Tunnel Accept Mode controls 

Network Statistics I Accept Mode I Disconnect Mode how a tunnel behaves when a 

connection attempt originates from 
M-BusTCPIIP the network. 

M-Bus Serial 
Accept Mode 

HTTP 

system Mode: !Always IEJ
-

Local Port: 1, 0001 I

TCP Kee1> Alive: 145000 I milliseconds 

Copyright © Elvaco AB 2009. All rights reserved. 

Figure 7 Internal web interface - M-Bus TCP/IP accept mode 

Click "Disconnect Mode" to change disconnect timeout, see Figure 8. 

elvaco CMe3000 TCP/IP M-Bus Master 

------------------------------------------

status .Qi 

Network 

M-BusTCPIIP 

M-Bus Serial 

HTTP 

system -

I 
Statistics Accept Mode I Disconnect Mode 

Disconnect Mode 

I Timeout: I 1, 0000 I milliseconds 

I 

Copyright © Elvaco AB 2009. All rights reserved. 

Figure 8 Internal web interface - M-Bus TCP/IP disconnect mode 
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I 

These settings relate to 

Disconnecting a Tunnel. 

I 
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Click "Configuration" to change internal web interface server settings, see Figure 12. 

elvaco CMe3000 TCP/IP M-Bus Master 

-------------------------------------------------

status -Gl 

Network Statistics I Configuration I 
M-BusTCP�P

M-Bus Serial HTTP Configuration 
HTTP 

system 
HTTP Server: Gon 0 Off 

HTTP Port: I I 
HTTPS Port: I I 
HTTPS Protocols 

SSL3: 0 Enable 0 Disable 

TLS1.0: 0 Enable 0 Disable 

TLS1.1: 0 Enable 0 Disable 

Max Timeout: I I seconds 

Max Bytes: I I 
Logging: Oon 0 Off 

Max Log Entries: I I 
Log Format: I 

I Submit I 

Current Configuration 

HTTP Status: On (running) 

HTTP Port: 80 

HTTPS Port: 443 

HTTPS Protocols: SSL3, TLS1.0, TLS1.1 

Max Timeout: 10 seconds 

Max Bytes: 40960 

Logging: On 

Max Log Entries: 50 

Authentication 

I 

Bath the HTTP Port and HTTPS 

Port (SSL) can be overridden. The 
HTTP Server will only listen on the 
HTTPS Port when an SSL 
Certificate is configured for the 
device and at least one SSL 
protocol version is enabled in 
HTTPS Protocols. 

The Max Timeout value specifies 
the maximum amount of time to wail 
for a request from a client. The Max 

Bytes value specifies the maximum 
number of byles allowed in a client 
request. Bath of these value are 
used to help prevent Denial of 
Service (DoS) attacks against the 
HTTP Server. 
The HTTP Log is a scrolling log in 
that only the last Max Log Entries 

lines are cached and viewable. 

Log Format Directives 

remote IP address ( could %a be a proxy) 
byles sent excluding %b headers 
byles sent excluding %8 headers (0 = '-') 

%h remote host ( same as '%a') 

%{h� header contents from 
request (h = header string) 

%m request method 

%p ephemeral local port value 
used for request 
query string (prepend with %q '?' or empty '-') 
timestamp HH:MM:SS 

%1 (same as Apache '%(% 
H:%M:%S)t' or '%(%T)t') 

%u remote user ( could be 
bogus for 401 status) 

%U URL path info 
Log Format: %h %1 "%r" %s %B "%{Referer}i" "%{User-Agent}i" 

%r first line of request (same 
Logs: 34 entries (5392 bytes) IView] !Clear] 

Figure 12 Internal web interface - HTTP configuration 
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as '%m %U%q <version�') 
%s return status 

The max lenglh for each directive is 
64 byles. The exception is '%r' 
where each element is limited to 64 
byles (i.e. method, URL path info, 
and query string). 
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Click" Authentication" to change security settings, see Figure 13. 

elvaco CMe3000TCP/IP M-Bus Master 

-------------------------------------------------

Status 

Network 

M-BusTCPnP 

M-Bus Serial 

HTTP 

system 

Statistics Configuration Authentication 

HTTP Authentication 

URI: I I 

Realm: I I 

A thT 
O None O Basic O Digest 

u ype: 
0 SSL O SSUBasic O SSUDigest 

Username: I 
:========�

Password: I�-----� 

Submit ] 

Current Configuration 

URI: 

Realm: 

AuthType: 

Users: 

I !Delete] 
config 
Digest 
admin [Delete] 

Copyright© Elvaco AB 2009. All rights reserved. 

Figure 13 Internal web interface - HTTP authentication 
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The HTTP Server can be configured] 
wrrh many different authentication 
directives. The authentication is 
hierarchical in that any URI can be 
given an authentication directive in 
order to override a parent URI 
authentication directive. 
The URI must begin wrrh / to refer 
to the filesystem. 
The different AuthType values 
offer various levels of securrry. 
From the least to most secure: 

None 

no authentication necessary 
Basic 

encodes passwords using 
Base64 
Digest 

encodes passwords using MD5 
SSL 

page can only be accessed over 
SSL (no password) 
SSL/llasic 

page can only be accessed over 
SSL (encodes passwords using 
Base64) 
SSLiDigest 

page can only be accessed over 
SSL (encodes passwords using 
MD5) 

Note that SSL by rrself does not 
require a password but all data 
transferred to and from the HTTP 
Server is encrypted. 
There is no real reason to create an 
authentication directive using None 

unless you want to override a 
parent directive that uses some 
other Auth Type. 

Multiple users can be configured 
wrrhin a single authentication 

j directive. 
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